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In the past decades, fiber-based time-frequency (TF) synchronization techniques have been widely
studied and played an important role in a wide range of applications'?. Due to the fundamental
position of TF synchronization system, its security has become an important issue that must be
considered in advance. It is worth noting that the most disastrous attack would not disrupt the
normal operation of applications relying on TF synchronization but could lead to incorrect or bi-
ased results.

We propose a frequency tampering method called “frequency lens”, as shown in Fig.1(a), and a
hybrid fiber-based time synchronization and vibration detection method as its countermeasure. By
inserting a frequency lens-enabled frequency tampering module (FTM) in the 200 km fiber link,
the recovered 100 MHz signal can be altered within =100 Hz. The relative stability of the recovered
frequency is maintained at the same level as normal, i.e., 2.2x107'4/1 s and 2.2x10°14/10° s.

The attack operations against fiber-based TF synchronization are often accompanied by abnormal
vibrations. In the time synchronization system, the Rayleigh backscattering generated by time
pulses can be used to achieve vibration detection, as shown in Fig.1(b).
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